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Guide to the Study of Intelligence

Intelligence in the 
Post-Cold War Period

— Part I — 
The Changed Environment

by Stephen H. Campbell, B.Sc., M.A.L.D.

The role of intelligence has undergone funda-
mental shifts since the end of the Cold War. 
Intelligence is no longer the purview of a few 

high-level decision makers. It is now everybody’s busi-
ness. Within conflict zones intelligence is collected, 
analyzed and used at lower and lower levels of com-
mand. Within the tranquility of domestic life local law 
enforcement and even ordinary citizens have become 
producers and consumers of intelligence. Publics 
expect their security and intelligence agencies to be 
more proactive and collaborative at home and abroad 
to preempt security threats. At the same time they 
expect their governments to uphold their civil liberties.

This article explores the causes and nature of 
these shifts. The approach is more thematic than 
chronological. Intelligence does not operate in a 
vacuum. It is shaped by the nature of the threats that 
it must confront and the environment within which 
it operates. The collapse of the Soviet Empire led to 
a proliferation of new states and left power gaps that 
others were quick to fill. New threats emerged from 
sub-state actors. It also removed the largest imped-
iment to global capitalism. As great power conflict 
became a distant memory, economic espionage 
increased, the criminal underworld feasted on the 
rewards of a deregulated global economy, and intel-
ligence agencies increasingly turned to a burgeoning 
commercial sector for help.

T H E  C O L L A P S E  O F  T H E  S O V I E T  U N I O N

After the fall of the Berlin Wall in 1989, the East 

German secret police, the “Stasi”, collapsed.1 The CIA 
managed to obtain copies of the Stasi’s foreign files, 
which revealed that almost all the CIA’s agents in the 
GDR in 1988-1989 had been controlled by the Stasi.2 
The files were used to prosecute Americans and West 
German citizens for treason.3 Motivated to gain mem-
bership in NATO and the European Union (EU), the 
services of other Eastern European states were quick 
to purge their ranks of agents who had ties to seri-
ous corruption, organized crime or previous human 
rights abuses.4 A similar transition to democratically 
accountable intelligence soon occurred in South Africa 
when apartheid collapsed in 1994.5 Nearly two decades 
later repressive security services in the Middle East 
would implode following the popular revolts of the 
Arab Spring.6

Like the Communist Party and the USSR itself, 
the KGB became a major casualty of the failed 1991 
coup to oust Mikhail Gorbachev.7 Almost all of the 
leadership were implicated. The KGB was broken up 
into five services,8 but, in contrast to East Germany, 
only a limited effort was made to open the KGB 
archives.9 Although thousands of former KGB pro-

1. Civil activists occupied offices of the Ministerium für Staatssi-
cherheit (Ministry of State Security) and revealed a vast network 
of informants that had spied on neighbors, friends and family. 
With 91,015 staff and 189,000 informants or “Inoffizielle Mi-
tarbeiter” (unofficial employees), 1 in 50 of the population had 
ties to the Stasi. Thomas Wegener Friis, Kristie Macrakis and 
Helmut Mueller-Enbergs (Eds.), East German Foreign Intelligence. 
Myth, Reality and Controversy (New York: Routledge, 2010), 3.
2. Ibid, 4-5, 7. Also Robert Gerald Livingston, “Rosenholz. 
Mischa’s Files, CIA’s Booty,” in Ibid, 74-75.
3. Livingston, “Rosenholz,” 79-80.
4. Thomas C. Bruneau and Florina Cristiana (Cris) Matei, 
“Intelligence in the Developing Democracies: The Quest for 
Transparency and Effectiveness,” in Loch Johnson (Ed.), The 
Oxford Handbook of National Security Intelligence (Oxford: Oxford 
University Press, 2010).
5. Paul Todd and Jonathan Bloch, Global Intelligence: The World’s 
Secret Services Today (London: Zed Books, 2003), Chapter 7, “Intel-
ligence in the South.”
6. For example, Egypt’s notorious State Security Investigation 
Service was disbanded on March 15, 2001, and replaced on May 
3, 2001, by a new “National Security Service.” “Egyptians Doubt-
ful About New Secret Service,” Hiiraan Online, May 9, 2011.
7. Todd and Bloch, Global Intelligence, Chapter 5, “From KGB to 
FSB and Back Again?”
8. The five agencies are the SVR (foreign intelligence), FSB 
(internal security), FAPSI (communications), FSO (federal 
protection), and GUSP (special programs). Military intelligence, 
the GRU, was left largely untouched. Robert W. Pringle, “The 
Intelligence Services of Russia,” in Loch Johnson (Ed.), The 
Oxford Handbook of National Security Intelligence (Oxford: Oxford 
University Press, 2010). See also Robert Pringle’s article “Guide 
to Soviet and Russian Intelligence Services” in the Winter/Spring 
2011 edition of Intelligencer.
9. It was not until the defection of KGB archivist Vasili Mitrokh-
in to Great Britain in 1992 that many of the Cold War secrets 
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fessionals left the services in the 1990s, some of the 
most effective Russian assets remained in place. In 
1995, the CIA discovered that Aldrich Ames had been 
spying for the Russians for 10 years. A few years later 
Robert Hanssen, an FBI agent, was arrested, having 
spied for the Russians for 20 years.10 By the first decade 
of the 21st century Russian espionage efforts against 
the US were back at “Cold War levels”11 and the FSB was 
demonstrating the ruthlessness of its predecessor.12 
This resurgence reflected the priorities of President 
Putin, a former KGB officer, who took over from Yeltsin 
in 1999, and brought former members of the KGB, 
dubbed “siloviki,” into government and industry.13

Western intelligence agencies were downsized 
after the Cold War. The Dutch foreign intelligence ser-
vice was for a short time actually abolished and some 
suggested there was no longer need for the German 
Bundesnachrichtendienst (BND). But cooler heads 
prevailed.14 Across the board, human intelligence took 
the largest hit. In the US a peace dividend of around 
30% was implemented by the end of the 1990s and 
the CIA’s budget was slashed by 23%.15 One important 
outgrowth of security sector reform and downsizing 
was the rise of private corporations offering security 
and intelligence services.16 These found a market in 

of the KGB were revealed. See Christopher Andrew and Vasili 
Mitrohkin, The Sword and the Shield: The Mitrohkin Archive and the 
Secret History of the KGB (New York: Basic Books, 1999), and The 
World Was Going Our Way: the KGB and the Battle for the Third World 
(New York: Basic Books, 2005).
10. Todd and Bloch, 74-75. The Aspin-Brown Commission in 
1995 concluded that Ames had ruined the CIA’s ability to spy 
against the Soviets during the final years of the Cold War. As a 
result of his treachery at least 10 Agency assets inside the Soviet 
government in Moscow were executed. Among the secrets that 
Hanssen revealed was how American officials planned to contin-
ue governance if a nuclear war broke out with Russia. Loch K. 
Johnson, National Security Intelligence: Secret Operations in Defense of 
the Democracies (Cambridge, UK: Polity Press, 2012), 116-118.
11. Mary Louise Kelly, “U.S. Official: Russian Espionage at ‘Cold 
War Levels’,” NPR, June 6, 2007.
12. Incidents include the FSB storming of the Nord-Ost Theater 
in 2002 and the Beslan School in 2004, in which many hostag-
es were killed, and the assassinations of defector Aleksandr 
Litvinenko and journalist Anna Politkovskaya in 2006. Pringle, 
“The Intelligence Services of Russia.”
13. One study found that 78% of the top thousand leaders in 
Putin’s Russia belonged to a former security agency or had ties 
to it. Ibid.
14. The Dutch service was hurriedly re-established and the BND 
retained. Richard J. Aldrich, “Beyond the Vigilant State: Global-
ization and Intelligence,” Review of International Studies, Vol. 35, 
2009; Wolfgang Krieger, “The German Bundesnachrichtend-
ienst (BND): Evolution and Current Policy Issues,” in Johnson 
(Ed.), Oxford Handbook of National Security Intelligence.
15. Todd and Bloch, 4, 38.
16. Examples were Sandline International, Executive Outcomes 
and MPRI. P.W. Singer, Corporate Warriors: The Rise of the Privitized 

developing countries whose fragile regimes could 
no longer count on the support of the superpowers,17 
and in the developed world, where the hiring freezes 
of the 1990s, the expanding global economy, and the 
increased tempo after 9/11 combined to turn them into 
major players in the world of intelligence.18

T H E  E M E R G E N C E  O F  N E W  T H R E A T S

During the Cold War the core intelligence task 
of western agencies was to monitor the USSR’s stra-
tegic and military posture.19 When the Soviet Empire 
collapsed this task assumed a much lower priority.20 
Economics became the new battleground.21 But it was 
not long before new security challenges emerged. Iraq 
invaded Kuwait and “low intensity conflicts” broke out 
in the Balkans, the Horn of Africa and Afghanistan.22 
The reordering of the system following the end of the 
Cold War altered cost-benefit calculations and led to 
increased contestations for power in many parts of the 
world, requiring a dramatic increase in the number of 
UN peacekeeping operations.23

Military Industry (Ithaca, NY: Cornell University Press, 2003); 
Robert Young Pelton, Licensed to Kill: Hired Guns in the War on Terror 
(New York: Crown Publishers, 2006).
17. Elke Krahmann, “Private Security and Military Actors,” in 
Robert A. Denemark (Ed.), The International Studies Encyclopedia, 
Blackwell Publishing, 2010, Blackwell Reference Online.
18. Companies such as Booz Allen Hamilton, Lockheed Martin, 
SAIC, L3 Communications, CACI International and IBM are now 
full partners with the CIA, the NSA and the Pentagon in their 
most sensitive operations. By one estimate in 2008 the outsourc-
ing of intelligence activities in the US was a $50B a year business 
consuming 70% of the intelligence budget. Tim Shorrock, Spies 
for Hire: The Secret World of Intelligence Outsourcing (New York: Si-
mon and Schuster, 2008); Aldrich, “Beyond the Vigilant State”; 
Krahmann, “Private Security and Military Actors.”
19. This meant gathering intelligence on missile deployments, 
Soviet troop movements and military plans. Andrew Rathmell, 
“Towards Postmodern Intelligence,” Intelligence and National 
Security, 17:3, 2002.
20. Compared to 58% in 1980, in 1993 only 13% of the US 
intelligence budget was aimed at Russia. James Bamford, Body 
of Secrets: Anatomy of the Ultra-Secret National Security Agency (New 
York: Doubleday, 2001), 553.
21. The Clinton administration asked the CIA to improve intel-
ligence in three areas: supporting trade negotiations, tracking 
legal and illegal tactics that other countries were using to win 
business, and spotting financial troubles that could become 
foreign policy crises. To handle economic intelligence it set up 
an Office of Intelligence Liaison in the Commerce Department. 
David E. Sanger and Tim Weiner, “Emerging Role for the CIA: 
Economic Spy,” The New York Times, October 15, 1995; Todd and 
Bloch, 55.
22. Anne L. Clunan and Harold A. Trinkunas (Eds.), Ungoverned 
Spaces. Alternatives to State Authority in an Era of Softened Sovereignty, 
(Stanford, CA: Stanford University Press, 2010), 22.
23. The UN has conducted 53 peacekeeping operations since 
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At the same time, criminals took advantage of 
deregulation and globalization.24 In Russia the fail-
ure to provide a regulatory framework for business 
encouraged organized crime to become a surrogate for 
government.25 As the number of weakly governed areas 
around the globe increased, crime went global.26 The 
spread of liberal economic reforms, the emergence 
of instantaneous forms of communication and the 
growth of émigré communities were major drivers.27 
The market for trafficked counterfeit goods, narcotics, 
weapons, and humans grew as high as 20% of world 
GDP, according to some estimates.28

1988. Example missions include Namibia, Cambodia, El Salva-
dor, Mozambique, Somalia, Liberia, Sierra Leone, Haiti, Congo, 
East Timor, Sudan. Ibid; Phil Williams, “Here Be Dragons. 
Dangerous Spaces and International Security,” in Clunan and 
Trinkunas (Eds.), Ungoverned Spaces; See http://www.un.org/en/
peacekeeping/documents/operationslist.pdf, accessed March 6, 2012.
24. The term ‘globalization’ was barely used before 1989 but has 
since been deployed to explain the notion that boundaries are 
being rendered increasingly porous – almost meaningless – by 
the sheer volume of cross-border activity. Michael Cox, “From 
the cold war to the world economic crisis,” in John Baylis, Steve 
Smith and Patricia Owens, The Globalization of World Politics. An 
Introduction to International Relations (Oxford: Oxford University 
Press, 2011). For a more anecdotal account see Thomas L. Fried-
man’s highly readable Lexus and the Olive Tree (New York: Anchor 
Books, 2000) and its sequel The World is Flat (New York: Picador, 
2007).
25. Once-disconnected gangs of thugs, thieves, and former 
intelligence officers hijacked the nation’s economy and pene-
trated deep into Russian business and state enterprises. They 
offered protection, contract enforcement, arbitration and debt 
collection. Protection rackets (“kryshi”) and their associated 
street gangs (“gruppirovki”) became the midwives of capital-
ism. Williams, “Here Be Dragons”; John Kerry, The New War: The 
Web of Crime That Threatens America’s Security (New York: Simon & 
Schuster, 1997), 22; Misha Glenny, McMafia: A Journey Through 
the Global Criminal Underworld, (New York: Alfred A. Knopf ), 
2008, 54-55.
26. Asymmetries in regulation and governance created incen-
tives for engaging in “jurisdictional arbitrage,” as transnational 
criminals simply sought out those areas with the most dis-
tracted, inept or corruptible authority structures. Clunan and 
Trinkunas, 9; Robert Mandel, Dark Logic: Transnational Criminal 
Tactics and Global Security, (Stanford, CA: Stanford University 
Press), 2011, 30.
27. Mandel, 21-25, 68, 72. Country after country in the 1990s 
lowered the barriers to trade, eliminated regulations inhibiting 
foreign investment and removed exchange controls to permit 
the free buying and selling of currencies. The wire transfer and 
ATM markets reached global scope, financial capital began to 
move unimpeded and money launderers found themselves in 
paradise. Moisés Naím, Illicit: How Smugglers, Traffickers, and Copy-
cats are Hijacking the Global Economy, (New York, Anchor Books), 
2005, 17-24.
28. The Big Five organized criminal groups from China, Colum-
bia, Italy, Japan and Russia - the Chinese Triads, the Columbian 
Cartels, the Italian Mafia, the Japanese Yakuza, and the Russian 
Mob - expanded their overseas operations, while new criminal 
activity emerged in places such as Albania, Nigeria, Mexico, and 
the Gulf of Aden. Mandel, 15-18, and Chapter 4, “Major Trans-
national Criminal Organizations.”

Although leftist terrorism receded as commu-
nism collapsed, the 1990s saw an increased frequency 
of terrorist attacks around the world, in Bombay, Cal-
cutta, New York, Khobar, Nairobi and Dar es Salaam.29 
While these events garnered increased attention,30 it 
was the sarin gas attack in Tokyo in 1995, and espe-
cially the use of fuel-filled jets as missiles in the US 
on September 11, 2001, that revealed the power of 
religiously motivated terrorism in the post-Cold War 
world.31 The conventional wisdom that terrorists 
“want a lot of people watching” but “not a lot of people 
dead”32 no longer held. Powerful non-state actors were 
now capable of wreaking havoc on a global scale and 
posing a tier 1 threat to international security without 
the direction of states.33

The possibility that weapons of mass destruc-
tion would fall into the hands of terrorist groups 
now haunted the security establishments of western 
powers. Globalization was making it easier for coun-
tries to set up quasi-governmental organizations 
and front companies to buy and sell dual-use nuclear 
technologies.34 Having stolen nuclear secrets while 
working in the Netherlands, A.Q. Khan succeeded 
in fathering the bomb in Pakistan, and reoriented 
his purchasing network into the world’s first nuclear 
supermarket.35 To add to the post-9/11 angst, the 
anthrax attacks of October 2001 fueled fear of a mass 
biological attack.

The post-Cold War security environment was a far 
cry from the “perpetual peace” predicted by advocates 
of the “End of History” thesis.36 The long-term decline 
of the Westphalian state articulated by Robert Kaplan 

29. Paul R. Pillar, “Dealing with Transnational Threats,” in US 
Department of Commerce, Directorate of Intelligence 1952-2002: Fifty 
Years of Informing Policy (Springfield, VA: National Technical 
Information Service, 2002); Todd and Bloch, 183.
30. Pillar, “Dealing with Transnational Threats.”
31. Bruce Hoffman, “CBRN Terrorism Post-9/11,” in Russell 
D. Howard and James J.F. Forest, Weapons of Mass Destruction and 
Terrorism (New York: McGraw-Hill, 2012).
32. Brian M. Jenkins, “International Terrorism: A New Mode of 
Conflict,” in David Carlton and Carlo Schaerf (Eds.), International 
Terrorism and World Security (London: Croom Helm, 1975), 15.
33. Richard H. Shultz, Douglas Farah, and Itamara V. Lochard, 
“Armed Groups: A Tier-One Security Priority,” US Air Force Insti-
tute for National Security Studies, Occasional Paper 57, September 
2004.
34. James A. Russell, “Peering into the Abyss,” The Nonprolifera-
tion Review, 13:3, 2006.
35. Khan found willing customers in Iran, Iraq, North Korea 
(the “axis of evil”) and Libya. See, for example, Gordon Corera, 
Shopping for Bombs: Nuclear Proliferation, Global Insecurity, and the 
Rise and Fall of the A.Q. Khan Network (Oxford: Oxford University 
Press, 2006).
36. Francis Fukuyama, The End of History and the Last Man (New 
York: Free Press, 1992).
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in his vision of the “Coming Anarchy”37 was creating 
a new era in which authority was dispersed and a 
medieval power structure was emerging.38 Clinton’s 
DCI, James Woolsey, captured the nature of the new 
threats well when he warned that a “garden of snakes 
had replaced the single dragon.”39

I N T E L L I G E N C E  A G E N C I E S  A D A P T

The new threats forced intelligence agencies to 
adapt. In contrast to the large, slow-moving, clearly 
bounded, observable targets of the Cold War, the new 
targets were small, agile, amorphous and hidden.40 In 
the Cold War enemies were easy to find and observe, 
but difficult to neutralize. Now the opposite was true. 
The new enemies were relatively easy to neutralize 
once found. Finding and observing them was the 
problem.41 Obscurity was their greatest asset. They 
exhibited small “signatures,” low “signal-to-noise” 
ratios and indicators that lacked the uniqueness 
needed for effective warning intelligence.42

In the Cold War most intelligence consumers 
were located at the apex of national-security deci-
sion-making.43 Now the number of consumers was 
mushrooming to include state and local officials, man-
agers of infrastructure, and even private individuals. 
An airport security officer or a public health doctor 
might now have a more urgent “need to know” about 
a threat than the US president because he or she might 
be in a more immediate position to thwart it.44 Simi-
larly, intelligence in conventional wars was typically 
collected by upper echelon intelligence sections and 

37. Robert D. Kaplan, “The Coming Anarchy,” The Atlantic 
Monthly, February 1994.
38. Williams, “Here Be Dragons”; see also Andrew Linklater, 
“Globalization and the Transformation of Political Community,” 
in Baylis, Smith and Owens, The Globalization of World Politics.
39. Testimony before the SSCI, 2 February 1993. Douglas F. 
Garthoff, Directors of Central Intelligence as Leaders of the U.S. Intel-
ligence Community 1946-2005, (Washington, DC: Center for the 
Study of Intelligence), 221.
40. Gregory F. Treverton, Intelligence for an Age of Terror (New York: 
Cambridge University Press, 2009), Chapter 2, “The Changed 
Target.”
41. Neal Pollard, “On Counter-Terrorism and Intelligence,” in 
Gregory F. Treverton and Wilhelm Agrell. National Intelligence 
Systems: Current Research and Future Prospects (New York: Cambridge 
University Press, 2009).
42. Example indicators were the surveillance of targets and the 
purchase of dual-use technologies. Daniel Byman, The Five Front 
War: The Better Way to Fight Global Jihad (Hoboken, NJ: John Wiley 
and Sons, 2008), Chapter 3, ‘Tracking Down and Disrupting 
Terrorists”; Treverton, “The Changed Target.”
43. Treverton, “The Changed Target.”
44. Ibid.

passed to subordinate units to facilitate action. Now 
western militaries were fighting counterinsurgencies 
in which platoons and companies were both collecting 
and acting upon intelligence. Intelligence flows were 
becoming more bottoms-up than top-down.45

These changed realit ies demanded a new 
approach to information. For half a century intelli-
gence agencies had developed a labyrinth of classi-
fications and compartments to minimize the threat 
of Soviet espionage.46 But this system was now pre-
venting the information sharing needed to address 
new dispersed enemies with no respect for bound-
aries. Intelligence agencies now had to balance their 
traditional need for exclusion with the new need to 
form horizontal knowledge networks.47 Instead of a 
linear problem-solving approach the time-sensitive 
and fragmented nature of the new targets demanded 
a continuous, recursive dialogue amongst collectors, 
analysts, and consumers.48

Intelligence agencies around the world adapted 
with varying speeds to these non-state threats. 
Unconstrained regimes in the Middle East were swift 
to clamp down. Egypt’s Mukhabarat, for example, 
dismantled much of the al-Jihad terrorist group in the 
early 1990s.49 The repressive practices of Middle East-
ern security agencies would drive Islamist extremists 
abroad and cause them to shift their focus from the 
“near enemy” to the “far enemy.”50

For liberal democracies the struggle would be 
long and protracted. The small, highly secretive British 
and Ulster intelligence agencies learned, with some 
exceptions,51 to use force against the Provisional Irish 

45. Christopher C.E. McGarry, Inverting the Army Intelligence Pyra-
mid (Fort Leavenworth: School of Advanced Military Studies, US 
Army Command and Staff College, 2011).
46. Michael Herman, “Counter-Terrorism, Information Tech-
nology and Intelligence Change,” Intelligence and National Security, 
18:4, 2003.
47. These networks had to span foreign/domestic, public/pri-
vate, and national/local boundaries. Andrew Rathmell, “To-
wards Postmodern Intelligence”; William J. Lahneman, “The 
Need for a New Intelligence Paradigm,” International Journal of 
Intelligence and Counterintelligence, 23:2, 2010.
48. Robert M. Clark, Intelligence Analysis. A Target-Centric Approach, 
Chapter 1, “The Intelligence Process”; Treverton, “The Changed 
Target.”
49. Using a legion of informants – street kids, merchants, 
doormen, hotel employees, civil servants, and taxi drivers – the 
Mukhabarat captured and tortured al-Jihad members in a spiral 
of raids. Owen L. Sirrs, A History of the Egyptian Intelligence Service: 
A history of the mukhabarat, 1910-2009, (London: Routledge, 
2010).
50. Fawaz Gerges, The Far Enemy: Why Jihad Went Global (New 
York: Cambridge University Press, 2005).
51. These included collaboration with loyalist paramilitaries 
and turning a blind eye to human rights abuses by their most 
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Republican Army (PIRA) in a constrained and legiti-
mate manner.52 They also learned the importance of 
inter-agency collaboration,53 so that by 1994 the MI5, 
Special Branch, and regional police forces throughout 
the UK were frustrating 3 out of every 4 attempted 
terrorist attacks.54 This experience would serve the 
British well when confronting the growing threat of 
Islamist militants in the following decade.

The huge US intelligence community, “flawed by 
design” according to Amy Zegart,55 was the slowest 
to adapt. In the 1990s the IC resisted the recom-
mendations of several commissions to revamp its 
information practices.56 After 9/11, Congress passed 
legislation that helped to remove the “wall” between 
law enforcement and foreign civilian intelligence.57 
While remaining “allergic” to the prospect of a stand-
alone domestic intelligence agency,58 Congress did 
accept commitments from the FBI to transform itself 
into an “agency that can prevent terrorist acts, rather 
than react to them as crimes.”59 It responded to the 
perennial urge to “fix the machine”60 by creating a new 
Department of Homeland Security in 2002 and a new 
position of Director of National Intelligence in 2004.61

valued informers. Tony Geraghty, The Irish War: The Hidden Conflict 
between the IRA and British Intelligence, (London: Johns Hopkins 
University Press, 2000); Martin Ingram and Greg Harkin, 
Stakeknife: Britain’s Secret Agents in Ireland, (Madison, WI: Universi-
ty of Wisconsin Press, 2004).
52. Martin Dillon, The Dirty War: Covert Strategies and Tactics Used in 
Political Conflicts, (New York: Routledge, 1990).
53. This lesson was manifested in the establishment of the Irish 
Joint Section and “tasking and co-ordination groups” in the 
1970s. Brian A. Jackson, “Counterinsurgency in a Long War. 
The British Experience in Northern Ireland,” Military Review, 
January-February 2007.
54. Stella Rimington, Richard Dimbleby Lecture, Security and 
Democracy (London: BBC Educational Developments, 1994), 9.
55. Amy B. Zegart, Flawed by Design: The Evolution of the CIA, JCS, 
and NSC, (Stanford, CA; Stanford University Press), 2000.
56. Amy B. Zegart, Spying Blind: The CIA, the FBI, and the Origins of 
9/11, (Princeton, NJ: Princeton University Press), 1997, Chapter 
2, “Canaries in the Coal Mine. The Case for Failed Adaptation.”
57. The PATRIOT Act legalized “joint-purpose surveillance,” 
permitting agents conducting espionage investigations to fur-
nish information to law enforcement personnel. The USA Patriot 
Act: Guide to the Issues (Washington, DC: The Century Foundation, 
2004).
58. Jennifer E. Sims and Burton L. Gerber, Transforming U.S. 
Intelligence, (Washington, D.C.: Georgetown University Press, 
2005), 206.
59. Alfred Cumming and Todd Masse, FBI Intelligence Reform Since 
September 11, 2001: Issues and Options for Congress, (Washington, 
D.C.: Congressional Research Service, RL32336, 2004).
60. Richard K. Betts, “Fixing Intelligence,” Foreign Affairs, 81:1, 
January/February 2002.
61. New centers for counterterrorism, counter-proliferation, 
and counterintelligence were established under the new DNI. 
Gregory F. Treverton, Intelligence for an Age of Terror (New York, 
Cambridge University Press, 2009), Chapter 4, “The Imperative 

US military intelligence was quicker to adapt. The 
concept of joint intelligence was already firmly estab-
lished,62 so it was not a huge leap for the Department 
of Defense (DOD) to work with national agencies to 
form National Intelligence Support Teams in the 1990s 
and Joint Intelligence Operations Centers in the new 
century.63 To prosecute fleeting targets, intelligence 
and air operations became increasingly coordinated,64 
and special forces honed the process of “find, fix, 
finish, exploit, analyze” (F3EA) down to a science.65

US paramilitary forces came into their own 
after 9/11, in contrast to the struggle they had find-
ing their footing in the 1990s.66 CIA covert teams 
worked together with special operations and indig-
enous forces in the winter of 2001 to overthrow the 
Taliban in a matter of weeks.67 By 2004 US Special 
Operations Command (USSOCOM) had become the 
lead command in “global operations against terrorist 
networks.”68 Thousands of raids later, in May 2011, 

of Change.”
62. The concept was born in World War II and came of age in 
1986 with the Goldwater-Nicholls reforms, which also created 
US Special Operations Command. James D. Marchio, “Days 
of Future Past. Joint Intelligence in World War II,” Joint Forces 
Quarterly, Spring 1996; Charles Cogan, “Hunters not Gatherers: 
Intelligence in the Twenty-First Century,” Intelligence and National 
Security, 19:2, 2004.
63. James M. Lose, “Fulfilling a Crucial Role. National Intelli-
gence Support Teams,” CIA Center for the Study of Intelligence, 
Studies in Intelligence, Winter 1999-2000; Federal Document 
Clearing House, “DoD To Set Up Joint Intelligence Operations 
Centers Worldwide,” Regulatory Intelligence Data, April 12, 2006.
64. Raymond T. Odierno, “ISR Evolution in the Iraqi Theater,” 
Joint Force Quarterly, July 2008.
65. Michael T. Flynn, Rich Juergens, and Thomas L. Cantrell, 
“Employing ISR. SOF Best Practices,” Joint Forces Quarterly, Issue 
50, 3rd quarter 2008; Mark Urban, Task Force Black: The Explosive 
True Story of the SAS and the Secret War in Iraq, (London: Little, 
Brown, 2010).
66. CIA covert action in the 1990s was marked by a half-heart-
ed campaign to work with opposition groups in Iraq to topple 
Saddam Hussein, but Saddam’s intelligence apparatus proved 
too adept at uncovering assassination plots and executing 
conspirators. In Guatemala, the CIA’s contribution to fighting 
the “war on drugs” was colored by accusations of human rights 
abuse. Robert Baer, See No Evil: The True Story of a Ground Soldier in 
the CIA’s War on Terrorism (New York: Three Rivers Press, 2002); 
John Prados, Safe for Democracy: The Secret Wars of the CIA (Chicago: 
Ivan R. Dee, 2006), 597-612.
67. Henry A. Crumpton, “Intelligence and War: Afghanistan, 
2001-2002,” in Jennifer E. Sims and Burton Gerber, Transform-
ing U.S. Intelligence (Washington, DC: Georgetown University 
Press, 2005). For anecdotal accounts see Gary C. Schroen, First 
In: An Insider’s Account of How the CIA Spearheaded the War on Terror 
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the takedown of Osama bin Laden showed that the 
Pentagon’s covert capabilities had come a long way 
since the ill-fated 1980 mission to rescue the American 
hostages in the embassy in Teheran.69

The “exploit” part of the new F3EA cycle was the 
key to launching follow-on operations and creating a 
spiral of success.70 Some raids conducted in the post-
9/11 counterinsurgency campaigns netted a treasure 
trove of intelligence from “site exploitation.”71 But 
the bulk of intelligence came from detainees. In 
sharp contrast to the Cold War, when the most useful 
intelligence was willingly revealed by defectors, the 
challenge now was extracting timely intelligence 
from detainees unwilling to talk.72 The exposure of 
mass detentions at Guantanamo Bay, “harsh interro-
gations” at Abu Ghraib, the practice of “extraordinary 
rendition,” and the existence of secret CIA prisons 
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generated huge anti-US sentiment around the world.73 
It also led to considerable soul-searching and debate 
within the US,74 as Europe largely stood by in dismay.75

The “find” part of the F3EA cycle was also depen-
dent upon human intelligence. But HUMINT from 
spy runners recruited at Oxford or Yale and taught 
to frequent the embassy cocktail circuit was of little 
use in tracking down terrorists.76 In contrast to the 
need for a few highly placed agents inside the closed 
systems of the Cold War, the emphasis was now on a 
plethora of access agents who could lead the agency 
to clandestine terrorist cells.77 Security agencies built 
huge networks of informants to preempt the threat of 
terrorism.78 In the decade after 9/11, with a handful of 
exceptions, the high-profile domestic terror plots in 
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the US were thwarted by the FBI through informants 
and sting operations.79 A critical ingredient was coop-
eration with state and local law enforcement through 
Joint Terrorism Task Forces.80

It was another story abroad. One of the most 
salient features of intelligence in the post-Cold War 
period has been the explosive growth in foreign 
intelligence liaison, especially with domestic security 
services.81 To preempt terrorist plots being hatched in 
the remote camps of Pakistan or the apartments of 
Hamburg,82 the internal services of foreign countries 
proved invaluable.83 They knew their country, and their 
powers exceeded anything the FBI could do.84 By 2005, 
the CIA reported to Congress that “virtually every 
capture or killing of a suspected terrorist outside Iraq 
since the Sept. 11, 2001, attacks – more than 3,000 in 
all – was a result of foreign intelligence services’ work 
alongside the agency.”85 Just as money launderers and 
accountants led to the king-pins of the Cali Cartel in 
the early 1990s,86 spiritual advisers and couriers led 
intelligence agencies to senior Al-Qaeda leaders after 
9/11.87 Attempts to recruit ideologically motivated 
insiders proved to be less successful and highly risky.88
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Intelligence liaison also became important in 
multilateral peacekeeping missions89 and in disman-
tling transnational proliferation networks. In 1998 
cooperation between British and American intelli-
gence revealed A.Q. Khan’s plans to assist Libya in 
building nuclear weapons. The CIA then recruited 
informers within Khan’s network who tipped them 
off in 2003 to a shipment of centrifuge parts to Libya. 
The October interception of the German-owned ship 
BBC China by Italy delivered enough evidence both 
to convince Qaddafi to renounce his WMD programs 
and to persuade President Musharraf to shut down the 
Khan network in an unprecedented series of intelli-
gence-led negotiations.90

Intelligence liaison, however, had its risks. The 
inflated judgments about Iraq’s WMD programs in 
the infamous 2002 NIE used to justify the invasion 
of Iraq were based in part on intelligence from for-
eign agencies that turned out to be fabricated.91 This 
included the testimony of an Iraqi chemical engineer 
codenamed “Curveball” who was feeding falsities 
to his German handlers,92 and a forged document 
passed along by Italian intelligence purporting to 
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show Iraqi purchases of yellowcake in Niger.93 The 
US IC responded to these failures by requiring that 
information concerning the reliability of sources be 
included in all future analytic products.94
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